We consider the problem of correctly identifying a malfunctioning quantum device that forms part of a network of N such devices. In the case where the devices in question are sources assumed to prepare identical quantum pure states, with the faulty source producing a different anomalous pure state, we show that the optimal probability of successful identification requires a global quantum measurement. In the case where the faulty device performs a known unitary operation, different from the other devices, we show that the use of entangled probes provide an improvement that even allows perfect identification for values of the unitary parameter that surpass a certain threshold. Finally, if the faulty device implements a known channel, when the remaining channels implement the identity channel, we find that the optimal probability for detecting the position of rank-one and rank-two Pauli channels can be achieved by product state inputs and separable measurements for any size of network, whereas for rank-three and general amplitude damping channels optimal identification requires entanglement with N ancillas.
Introduction. Recent advancements in quantum technologies, such as quantum computing devices [1] [2] [3] [4] [5] [6] [7] , quantum communication [8] [9] [10] , and quantum sensors [11] , lend credence to the notion that one day soon such devices will be readily available and, hopefully, part of an interconnected quantum network [12] . In turn, the existence of such quantum networks gives rise to new technical challenges, such as the correct identification of possible malfunctions. In a vast network of quantum devices-be they sources that produce quantum states, quantum channels that transmit information, or the vast array of gates in quantum computers-it is imperative that we are able to find a quick, efficient, and cost effective way to identify faulty components.
In this letter we consider a fundamental primitive for this task known as position error identification (PEI). As shown Fig. 1 N identical devices are programmed to perform a particular task with one of the devices, uniformly likely to be any one of the N devices, developing a known malfunction. The goal in PEI is to maximize the probability of successfully identifying the faulty device by preparing a suitable state-in the case where the device is a quantum channel-and performing a suitable measurement whilst only allowed to query each component of the network only once. We will show that in the case of source PEI, the maximum probability of success is achieved by a global measurement strategy, the so-called square root measurement, whereas for unitary PEI entanglement at the input allows for an improvement in the probability of success. However, this improvement quickly diminishes as the size of the network grows. Lastly, for rank-1 and rank-2 Pauli channels we discover that the maximal probability of success is achievable by separable states and measurements, whereas for rank-3 Pauli channels, as well as amplitude damping, one benefits most from entanglement between N probes and N ancillas.
PEI as a discrimination problem. The task of successfully identifying the position of a faulty device
Position error identification for sources and channels. (a) N quantum sources are programmed to produce a given state |0 except for a faulty device (depicted in red) which produces a known pure state |φ . (b) all channels are programmed to perform the identity except for a faulty device (depicted in red). Whilst in (a) we only have to optimize over all possible measurement strategies, in (b) we can also optimize over all possible input state strategies, including those that make use of N additional ancillas.
is equivalent to optimally discriminating among N quantum states, in the case of source PEI, or N quantum channels. For the remainder of this work we will be concerned with devices that either prepare systems in a known pure state, or perform a known operation. We will assume that a faultless quantum device either prepares systems in the state |0 or performs the identity operation on qubits, whereas the faulty device either prepares the k th qubit in some state |φ = cos φ /2 |0 + sin φ /2 |1 or performs some quantum operation given by a completely-positive, trace-preserving (CPTP) map,
= σ, acting on the k th qubit for the case where the devices are quantum sources or channels respectively. The probability of successfully identifying the position of the faulty device is given by For source PEI the probability of success is optimized over all possible measurements {M k ≥ 0 | k M k = 1l}, whereas for channel PEI we also need to optimize over the initial input state |ψ ∈ H ⊗N 2 . For source PEI both the probability of success as well as the constraints on the measurement are linear so that the optimal probability of success can be written as the following semi-definite program in dual form [13] [14] [15] [16] min Tr Γ
where
. For channel PEI, however, the probability of success is no longer linear, as we need to optimize both over the input state as well as the measurement [17] .
By and large, analytical solutions to either state or channel discrimination problems are very difficult with analytical solutions known only for two [13, 15] or three [18] pure or mixed states or between states possessing a certain symmetry [14, [19] [20] [21] [22] [23] [24] (for a recent review see [25, 26] ). For channel discrimination analytic results are known for distinguishing among a finite number of unitaries in a single or finite number of runs [27] [28] [29] , or between two arbitrary CPTP maps [30] [31] [32] . We stress that here, unlike most channel discrimination instances to date, the identity of the channel (unitary or otherwise) is known, and what one is looking for is the position at which the channel is acting.
Source PEI. We now consider the case of successfully identifying the location of a faulty source as in Fig. 1(a) . The problem simplifies to optimally discriminating among the set of N linearly independent states
(2) Notice that the set of states also enjoy translational symmetry. The optimal solution in this case has been worked out explicitly [19, 21, 23, 33] . Let {|m j } N j=1
be an orthonormal basis for the N -dimensional space spanned by {|ψ k } N k=1 . Then the probability of success is given by [24] 
where B is but one of an infinitude of square roots of the Gram matrix-the matrix of overlaps G kl = 1 N ψ k |ψ l . As G > 0, the optimization of Eq. (3) is achieved by maximizing over all polar decompositions of B = V S, i.e.,
where S is the unique, self-adjoint square root of G. The corresponding measurement is simply given by
For the set of states in Eq. (2) the Gram matrix can be easily shown to be given by G =
T , and has two distinct eigenvalues, λ 1 =
, and
where the latter is (N − 1)-fold degenerate. Note that G is circulant [34] and so is any function of G, in particular S = √ G whose diagonal entries are all equal to
The condition that S kk = S ll , ∀k = l is necessary and sufficient to show that Eq. (3) is maximized by B = S [24, 33] and reads
(5) Moreover, the measurement that achieves this value is the so-called square-root measurement [19, 21, 23, 33] . Notice that P * S = 1 if and only if |φ = |1 . Unitary PEI. Let us now consider the case of successfully identifying the location of a faulty unitary gate ( Fig. 1(b) ). As the correct function of all N gates is in principle known, our goal is to disticriminate among the states
where U (φ) = e i φ 2 σy , φ ∈ [0, 2π) without loss of generality, and |ψ ∈ H ⊗N is the initial state of our N probe systems [35] . Observe that if |ψ = |0 ⊗N then we recover the state discrimination scenario above with U (φ) |0 = |φ , and consequently the maximal probability of success in Eq. (5). The question is whether it is possible to improve this performance by making use of entanglement in the initial state of the N probes.
In order to achieve the largest probability of successfully identifying the faulty gate the initial state |ψ must be chosen such that the set of states in Eq. (6) is linearly independent and spans an Ndimensional subspace. Moreover, the problem possess an inherent translational symmetry which significantly restricts our search for the optimal input state to the fully symmetric subspace of N qubits [36] . An orthonormal basis for the latter is given by the well known Dicke states [37] ,
where π : S N → U(2 N ) is a permutation of the N qubits, and our input state can be taken to be |ψ = N m=0 √ c m |N, m , c m ≥ 0, c m = 1 [38] . The overlaps between the states of Eq. (6) are given by
. As b m (φ) is independent of k and l the Gram matrix is again circulant and we can immediately write down the optimal probability of success. The latter is maximal whenever the off-diagonal terms of the Gram matrix are minimal. Whatever the value of φ, b N 2 ≤ b m , with x denoting the minimum integer not smaller than x. The latter is given by
Observe that b N and performing the square root measurement with the corresponding probability of success being 
and c 0 = 1 − c N 2 guarantees that P U S (φ min (N ) < φ ≤ π) = 1. This improvement is largest when the number of devices to be checked is small. Indeed, if we let N → ∞ then
Hence, in the asymptotic limit of large number of devices entangling the initial probes does not enhance the probability of success.
Channel PEI. We now consider the successful identification of faulty channels ( Fig. 1(b) ) described by CPTP maps. Ideally, well-functioning channels implement the identity operation, with the faulty channel implementing the CPTP map E : B(H 2 ) → B(H 2 ) with Kraus operator decomposition given by {K i } r i=1 . Our task then is to discriminate among the states
where |ψ ∈ H
is the initial state of N qubits and N ancillas. The search for the optimal input system-ancilla state can be restricted, without loss of generality, to the permutationally symmetric subspace of 2N qubits [36] . For any Kraus decomposition of E and for any input state it holds
denotes the optimal probability of successfully identifying the action of the Kraus operator K i . Equality holds in Eq. (14) if and only if there exists opera-
Consider first the Pauli channels which without loss of generality are described by the CPTP map (16) where 3 k=0 p k = 1. Rank-one Pauli channels are those for which p i = p j = 0, i, j ∈ (1, 2, 3), whereas rank-two Pauli channels are those for which p i = 0, i ∈ (1, 2, 3). If all p k ∈ (1, 2, 3) are non-zero then one talks fo a general rank-three Pauli channel.
For rank-one Pauli channels, which we take without loss of generality, to be the standard dephasing channel (p x = p y = 0 in Eq. (16)) the optimal probability of success can be achieved by choosing the product state |ψ = |θ ⊗N as input and performing the separable measurement M k = {|θ k θ| , |θ + π k θ + π|}, where |θ = 
2 } achieve the optimal probability of success. For both rank-one and rank-two Pauli channels the latter reads
For rank-three Pauli channels the optimal probability of success using product state inputs is given by [36] 
where p * ≡ min{p 1 , p 2 , p 3 }, and corresponds to unambiguously discriminating the most likely rank-two Pauli noise. By introducing an ancilla qubit to each system qubit and noting that the the set of states
, where
(|00 + |11 ), are orthogonal one recovers Eq. (17) as the optimal probability of success. We emphasize that this is the most general upper bound for the optimal probability of success even under adaptive strategies as one can always recover the channel from it's ChoiJamio lkowski state σ = (E rank−3 ⊗ 1l) |Φ + Φ + | with certainty [39] . It remains an open question whether the upper bound to P S (E x,y,z , ρ) is achievable without the use of ancillas. For small network sizes, we can numerically determine the optimal probability of success where we observe a clear gap. By way of example, for N = 3 and the completely depolarizing channel (p 0 = p 1 = p 2 = p 3 = 1/4) we numerically find
. We now consider an amplitude damping channel whose Kraus operators are chosen, without loss of generality, to be
with 0 ≤ γ ≤ 1 is the damping parameter. A lower bound can be obtained by noting that the action of amplitude damping on an arbitrary Bloch vector results in r → (r x √ 1 − γ, r y √ 1 − γ, r z (1 − γ)). It follows that the probability of detecting the action of amplitude damping is highest if one prepares the N product-state probes in the direction where amplitude damping is most pronounced (here in theẑ-direction) and measuring each qubit along that same direction which results in
On the other hand maximizing observe that the following chain of inequalities holds for the probability of success for the most general ancilla-assisted strategy,
where p(K 1 , ρ) is the probability that the K 1 Kraus operator of the amplitude damping channel has acted and is independent of the position of the channel. Moreover, P S (K 0 , ρ) depends solely on the overlaps of the conditional states
. It is straightforward to check that the upper bound in Eq. (21) can be attained by preparing the 2N probe-ancilla systems in the state
where each ancilla system acts as a flag for its respective probe system. Observe that the total number of excitation of |N, m pa is even for all m ∈ (0, . . . , N ) and that K 0 preserves this number, whereas K 1 removes one excitation from the probe systems but not the ancilla resulting in an odd number of total excitations. This implies that (i) the conditional set of states Ψ form an orthonormal set of the the space of odd excitations. Properties (i) and (ii) ensure that the first and second inequalities in Eq. (21) are achievable with p(K 1 , ρ) = 1 − p(K 0 , ρ) = γ n N wheren is the total excitations number operator. By computing the Gram matrices for both branches of the amplitude damping channel the optimal probability of success can be explicitly determined to be
and is achievable by the ancilla-assisted state with coefficients c N = p, c N −1 = 1 − p where
Notice that Eq. (24) shows that the improvement over the optimal product state strategy is sub-leading in N . Indeed, in the limit where the number of devices to be checked is large, the gap between Eqs. (20, 24) closes, and it suffices to deploy our probes in the optimal product state.
Conclusions. We have addressed how to optimally identify the position of a malfunctioning quantum device that forms part of an interconnected quantum network in the simplified case where the latter consists of N identical devices that can be addressed in a parallel fashion. For unitary PEI we discovered that entanglement enhances the probability of correct identification, and even allows for perfect identification of the device if the unitary rotation angle is greater than some threshold. For rank-one and rank-two Pauli channels the optimal strategy involves separable states and measurements, whereas for rankthree and amplitude damping channels we find that the optimal identification strategy requires entanglement with N additional ancillas. However, the use of entanglement among the input probes only pays dividend if the size of devices needed to be checked is small; as the network size grows large strategies employing separable states do just as well.
It is interesting to ask whether global measurements are really necessary in order to optimally detect the position of the malfunctioning device. Preliminary results seem to indicate that local measurement strategies making use of adaptive feedback perform really well but are strictly sub-optimal [36] . Finally, possible extensions of the current work to the identification of multiple faulty devices, more general quantum networks (involving both single as well as two-qubit gates), extensions to higher dimensional systems, as well as the simultaneous task of identifying the position as well as the identity of the faulty device, e.g., the value of φ ∈ [0, 2π) are all subject to current investigation.
